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[Ipunoxenue 2.

HNudpopmanuoHHasi NnamMATKA I 00y4aloUIUXCs JJIs1 pa3MelleHus Ha
opunuanbubix UHTEpHET-pecypcax

C KaXapIM T'OJIOM MOJIOACKH B MHTEPHETE CTAHOBUTHCS OOJIBINE, & ITKOJIBHUKHA OHHU U3
CaMbIX aKTUBHBIX I0OJIb30BaTeNeil Pynera. Mexay TeM, IOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HeCeT 1 MPoOJIeMbl. DTa MaMsaTKa JOJDKHA TOMOYb TeOe 6e30macHo
HaXOJUTHCS B CETH.

Komnvromepuuie supycoi

KomnbroTepHblil BUpYC 3TO pa3HOBUJHOCTh KOMIIBIOTEPHBIX ITPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBJISIETCS CIOCOOHOCTH K pa3MHOXEHUIO. B 1omosHeHue K 3ToMy,
BUPYCBHI MOT'YT ITOBPEIUTH WM NOJHOCTHIO YHUUTOXKHUTH BCe (hailiibl U TaHHbIE,
MOJIKOHTPOJIbHBIE TI0JIB30BATEN0, OT KIMEHU KOTOPOTro Oblja 3amylieHa 3apakEéHHas
IporpaMma, a TaKkKe NOBPEANUTh WU J1aXKe YHUUTOXKUTh ONEPALMOHHYIO CUCTEMY CO BCEMHU
daitnamu B 11eioM. B 60IBIIMHCTBE CiTydaeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

Memooul 3auumol om 6pedOHOCHbIX HPOCPAMM:

1. Ucnonb3yii coBpeMeHHBIE ONIEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPhE3HBIN
YPOBEHB 3alIUTHl OT BPEIOHOCHBIX IIPOrpPaMM;

2. TlocrostHHO ycTaHaBiMBai mauTH (U(PPOBBIE 3AIUIATKH, KOTOPBIE
aBTOMATHUYECKH YCTAHABJIMBAIOTCA C LIE€JIbIO 1OPAOTKHU IPOrpaMMbl) U IpyTrue
OOHOBJICHHUSI CBOEH ONEPAIIMOHHON cucTeMbl. CKaunBail UX TOJIBKO C
opunuansHoro caiita pazpadborunka OC. Eciu cyecTByer pexxum
aBTOMATHUYECKOT0 OOHOBIIEHHS, BKIIIOUH €T0;

3. PaboTaii Ha cBoeM KOMIIbIOTEpE MO/ IPABaMU IOJIb30BATENs, a HE
aJIMMHHCTpaTOpa. DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX POTpaMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOTYKTHI U3BECTHBIX
IIPOU3BOJUTENEH, C aBBTOMaTHUECKUM OOHOBJIEHUEM 0a3;

5. Orpanunub GU3NYECKUN JOCTYH K KOMIIBIOTEPY JUI TOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHEIIHUE HOCUTENN HHPOPMALINH, TaKKE KaK (IIeIIKa, TUCK HITH
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbiBaii KOMIBIOTEPHBIE (ailsibl, TOIYYEHHbIE U3 HEHAIEKHBIX HCTOUHUKOB.
Jaxe Te ¢ailnbl, KOTOpbIe MpUCIal TBOM 3HAKOMBIH. Jlydrie yTouHu y Hero,
OTIIPABIISUI JIM OH TeOe uX.

Cemu WI-FI

Wi-Fi - 510 He BHJI Miepeiadyn JaHHBIX, HE TEXHOJIOTHS, @ BCEr0 JIUIIbL OpeH I, MapKa.
Eme B 1991 rony Hunepnanackas koMmnanus 3apeructpuponana openn « WECA,
4T0 0003Ha4aso cnoBocouetanue «Wireless Fidelity», koTopblit mepeBouTCS Kak
«OecTpoBOAHAS TOUHOCTH.

Jlo Hamrero BpeMeHH JI0IIIa Apyras ab0peBuarypa, KoTopast IBIIeTCS TaKOH ke
TexHojoruei. 1o abopeBuarypa «Wi-Fi». Takoe Ha3BaHUE OBUIO JAHO C HAMEKOM
Ha CTaHapT BbICIINH 3ByKoBO# TexHuku Hi-Fi, uro B mepeBoie o3Havaer
«BBICOKAsI TOYHOCTH.



BecrutaTHbIi HHTEPHET-I0CTYI B Kade, OTENAX U a3poIopTax ABISETCS OTIMYHON
BO3MOKHOCTBIO BbIX0/1a B MHTEepHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, YTO
obmenoctynusie WiFi ceTu He SIBIIsIOTCS 0€30I1aCHBIMH.

Cosersl 110 Oe3omacHocTH padore B o0menoctynubix cetsx Wi- Fi:

1. He nepenaaii cBoro nuHyto nHopmanuio uepe3 obmenocrynusie Wi-Fi cetu.
PaboTast B HUX, jKeIaTebHO HEe BBOJIUTH ITaPOJIH JOCTYIIA, JIOTUHBI U KaKHUe-TO
HOMEDPA;

2. Hcnonp3yii 1 0OHOBIISN aHTUBUPYCHBIE IPOTpaMMBbI U Opanamayep. Tem cambiM
ThI 00€30MacHuIIIb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnoas3oanuu Wi-Fi otkimroun ¢yrknuio «O0mui 1ocTy K daiiinam u
npuaTepamy. JlaHHas QyHKIUS 3aKphITa IO YMOTYaHHIO, OJJHAKO HEKOTOPHIS
MI0JIb30BATEIIH AKTUBUPYIOT €€ JIJIs yI00CTBa MCII0JIb30BaHUs B paboTe Win
yueoe;

4. He ucnonp3yit myonmansii WI-F| mu1st mepenayu JIMUHBIX TaHHBIX, HAIIPUMED
JUTSL BBIXOJIA B COIIMAJIBHBIC CETH WUJIHM B AJIEKTPOHHYIO TIOUTY;

5. Hcnons3yii Tonbko 3amuiiennoe coeaunenue yepes HTTPS, a ne HTTP, T.e.
npu Habope Beb-aapeca BBoau UMeHHO «https://»;

6. B mobuibHOM Tenedone otkimoun Gynknuio «lloakmodyenue k Wi-

Fi aBromaruueckny». He momyckait aBToMaTH4eCKOTO MOAKIIOYCHHUS YCTPOMCTBA
K cetsim Wi-Fi 6e3 TBoero cornacus.

COZ/tuCl]leble cemu

CounanbHbIe CETH aKTUBHO BXOJIST B HAIIly )KM3Hb, MHOTHE JIFOIU PAOOTAIOT U

KHMBYT TaM IOCTOSIHHO, a B Facebook yike 3aperucTpupoBan MUILTHAP/] YSTIOBEK, YTO
SIBIISIETCST OJTHOM CeJbMOM BCeX JKUTEJICH IIaHeThl. MHOTHe IMoJIb30BaTeIN HE
MOHUMAIOT, YTO UHPOPMAIHS, pa3MelIeHHas! MU B COIIMANTBHBIX CETSIX, MOXKET OBITh
HalJIeHa ¥ UCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE HE 0053aTeNbHO C OJIaruMu
HaMEpPEHUSMH.

OcHosHble cogembl no 6€30nACHOCIU 8 COYUANLHBIX CeMAX.
1. Orpannys ciucok Apy3el. Y 1e0s B Ipy3bsiX HE JOJKHO ObITh CIy4YalHBIX U
HE3HAKOMBIX JIIOJIeH

2. 3amuiail cBoro YacTHyIO >ku3Hb. He yka3piBail maposu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJIECHUS U APYTYIO JTHUHYIO0 HHPOPMALNIO. 37I0yMBIIUIEHHUKHA MOTYT
MCMOJIb30BATh J1aXKe NH(POPMALIHIO O TOM, KaK Thl 1 TBOM POJUTENH IUIAHUPYETE
MIPOBECTU KaHUKYJIbI;
3. 3amumiail CBOr0 pemyTaluio - IEp>KH €€ B UUCTOTE U 3a7jaBail cede BOMpOC: XOTel
ObI ThI, YTOOBI JpyTHUeE MOJIb30BATENN BUAEIH, UTO ThI 3arpyskaems? [Togymaii,
MPEX/ie 4YeM UTO-TO OIyOJIMKOBATh, HAMUCATh U 3aTPY3UTh;
4.  Ecnu Thl TOBOPHIIIB C JIFOIBMH, KOTOPBIX HE 3HAEIllb, HE UCII0JIb3YH CBOE
peanbHOe UM U APYTYIO JIMYHYI0 HHPOPMALIMU: UM, MECTO KHUTEIbCTBA, MECTO YueObl
U Tpouee;
5. MW36eraii pazmerienus gororpaduii B IHTEepHETE, T1Ie ThI H300pakeH Ha
MECTHOCTH, TT10 KOTOPOI MOYKHO OTIPENIEIIUTH TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrpaiuu B COIMAIBHON CETH HEOOXOIUMO UCIOIB30BATh CIOKHBIE
MapoJju, cocTosme u3 OykB U MUGP U ¢ KOJINYECTBOM 3HAKOB HE MeHee §; s
COLIMATILHOW CETH, MOYTHI U JPYTUX CAUTOB HEOOXOIMMO UCTIONB30BATh Pa3HbBIE



napoiu. Toraa eciau Te0st B3IOMAIOT, TO 3JI0YMBIIUICHHUKY TOTy4YaT TOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

Onexmponnvie Jlenbcu

DNEKTPOHHBIE IEHBIH -3TO OYEHb YIAOOHBIN CIIOCO0 MIaTeXel, OTHAKO CYIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

OJNEKTPOHHBIE IEHBI'Y MOSIBUIMCH COBCEM HEJJABHO M UIMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyzapcrBax 10 CUX IIOp HE IIPOIMCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe onn GyHKIMOHUPYIOT M O HUX YK€ TIPONHCAHO B 3aKOHE, T HX
pa3feIAIoT Ha HECKOJIBKO BUJJOB — aHOHUMHBIC U HE aHOHMMHBIE. PazHuna B ToM,
YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOJUTH ONEpaLuu 0e3

I/I,I[GHTI/I(l)I/IKaI_[I/II/I IIOJIB30BaTCJIsA, a B HCAHOHUMHBIX I/II[CHTI/I(i)I/IKaI_[I/II/I IIOJIB30BaTECIIsA
SIBJIAETCS 00sI3aTEILHOM.

Taroke creayeT pa3inuyarh MIEKTPOHHBIC (PHATHBIE AEHBIH (PaBHBI TOCYIapCTBEHHBIM

BAIIOTaM) U DJICKTPOHHbBIC He(h)UATHBIC ICHBIU (HE PaBHBI TOCYIaPCTBECHHBIM
BaJIIOTAM).

Ocnosnble cogembl no 6e30nacHoll pa6ome C SJIEKNPOHHbIMU Oenbeamu:

1. TlpuBsixku K cueTy MOOUIBHBIN TeaeQoH. ITO caMblil yI0OHBIN U OBICTPBII cr1OCO0
BOCCTaHOBHUTH JIOCTYII K cueTy. [IpuBsi3aHHbIH Tele()OH TOMOXKET, €Clu 3a0yAeib B0

TJIATEKHBIN MMAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

Hcnonb3yit ogHOopazoBkie napoiu. [locie nmepexo/ia Ha yCUIICHHYIO aBTOPU3AINIO TeOe

yKe He OyIeT yrpoKaTh OMMACHOCTh KPAKU WM TIepexBaTa IUIATSKHOTO TapoJis;

3. Beibepu ciioxxsbIi mapoiib. [Ipectymankam Oyer He MPOCTO yrajaTh CIOXKHBINA
naposib. HajesxxHele mapoiu — 3To mapoiii, KOTOpbIE CoiepKaT He MeHee 8
3HAKOB U BKJIIOYAIOT B €c€0sl CTPOYHBIE U PONHUCHBIE OYKBbI, IU(PHI U
HECKOJIbKO CUMBOJIOB, TaKH€ KaK 3HAK JI0Ju1apa, (yHTa, BOCKJINLATEIbHBIN 3HAK
U T.II

4. He BBOAMU CBOU JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE NOBCPACHIL.

afleKmDOHHaﬂ nouma

DIIeKTpOHHAS MM0YTa — 3TO TEXHOJOTHUS U MPEJOCTABIIIEMbIE €10 YCIYTH 10
MEPECHUIKE U MOIYUYEHHUIO AIEKTPOHHBIX COOOIICHHH, KOTOPbIE pacCIpeIeNIIIOTCs B
KOMITbIOTEPHOM ceTu. OOBIYHO 3JIEKTPOHHBIN TMOYTOBBIN SIIIUK BBITIISTUAT
crlenyromumM 00pa3zoM: UMsl MOIb30BaTeNsI(@uMs ToMeHa. Takke Kpome nepeaadu
MPOCTOTO TEKCTa, UMEETCSI BO3MOXKHOCTD MepeiaBaTh (Haitsibl.

OcHostvie cosemvl no 6e30nAcHoU pabome ¢ INeKMPOHHOU NHOUMOU.:

Hano BeIOpaTh npaBUIBHBIN MOYTOBBIN CepBUC. B MHTEpHETE €CTh OrpOMHBII

BbIOOp OECIIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JIYYIlE TOBEPSITH TEM, KOTO
3HAeIllb U KTO MEPBBIN B PEUTHHTE;

2. He yka3pIBaii B JIMYHOM MTOYTE JIMYHYIO HH()OPMAITHIO

Hcnonp3yil ABYX3TaHYO aBTOPU3ALMIO. ITO KOTrAa IOMUMO MapoJisi HY>KHO
BBOJIMTH KOJI, MPUCHIIaeMbIid Io SMS;

Br16epu croxHbIi maposib. [ Kaxka0ro moyToOBOro SIIMKA JT0JKEH ObITh CBOM
HaJCKHBIH, YCTOWYUBBIN K B3JIOMY I1apOJIb;



5. Ecnu ectb BO3MOXKHOCTb HallMCaTh CaMOMY CBOM JIMYHBIN BOMPOC, UCIIOJB3YH 3Ty
BO3MOKHOCTb;

6. Hcnosb3yil HECKOJIBKO MOYTOBBIX SITUKOB. [IepBbIil 11 4aCTHOM MEPETUCKU C
azipecaTaMH, KOTOPBIM ThI I0BEPSIEILb. JTO IEKTPOHHBIN aApec HE HAI0
UCIIOJIb30BATh NIPU PETUCTPALIUU Ha POpyMax u caiTax;

7. He oTkpsiBaii (paidiasl u qpyrue BIOKEHHS B MUChMAX JIaXKe €CIIM OHU MPHUIILTH OT
TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTHPABIISUIHN JIU OHU TeOe 3TH (paiiisbl;

8. Ilocne oxoHuaHusi pabOTHI Ha TIOYTOBOM CEPBUCE Mepe] 3aKPHITUEM BKIIAJKH C
caiToM He 3a0ylb Ha)KaTh Ha «BBIATHY.

Kubepbyinunze uiu eupmyaibioe u30eeameibCmeo

KubepOymuHr nmpecieoBaHie COOOIECHUSIMH, COACPKAIIMMA OCKOPOICHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C TIOMOIIIbIO
pa3IMYHbIX UHTEPHET-CEPBUCOB.

OcHosnvie cosemul no bopvbe ¢ kubepOYIIUHSOM:

1. He ©pocaiics B 60i. JIyqmuii crioco0: MoCOBETOBATHCS Kak ce0sl BECTH H, €CIIH

HET TOro, K KOMY MO>XXHO 0OpaTUThCS, TO BHaYaJle YCIIOKOUThCs. Eciu Th

HayYHEIIb OTBEYAaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO emle OoJbIe

pa30KenIb KOH(IHKT;

2.Yrpaisii CBoel KnubeppenyTaimei;

3. AHOHUMHOCTb B ceTh MHUMas1. CyIleCcTBYIOT CIOCOObI BBIICHUTD, KTO CTOUT 32

AQHOHMMHBIM aKKayHTOM;

4. He crout BecTu XyIMraHCKU 00pa3 BUPTyalbHOM kHU3HU. VIHTEepHET pukcupyer
BCE TBOU JICHCTBUS U COXpaHSET UX. Y NalIuTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. Cobumoaail cBOil BUPTYalIbHYIO YECTh CMOJIOAY;

6. Wrnopupyit ennHUYHBINA HeratuB. OHOPA30BBIE OCKOPOUTEIHHBIC COOOIICHUS
Jy4ilie UTHOpUpoBaTh. OOBIUHO arpeccusi MPeKpalaeTcsi Ha Ha4aJbHOU CTaaANH;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETAX €CTh BO3MOKHOCTh OJJOKMPOBKH OTIIPaBKU COOOIIEHUH ¢
OTIpe/IeNIEHHBIX a/IPECOB;

8. Ecmu 1B cBHAETENHh KNOCPOYUTMHTA, TBOU ICHCTBHS: BRICTYIIUTH IPOTHB
IIpECIIEN0BaTENs], T0OKA3aTh EMY, YTO €T0 JIEHCTBUS OLICHUBAIOTCS] HETaTUBHO,
NOJJEPKaTh )KEPTBY, KOTOPOH HY)KHA IICUXOJIOIMYECKask TOMOIIb, COOOIIUTh
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEJCHUS B CETH.

Mobunvrvii meaedon

CoBpeMeHHbIe cMapT(HOHBI U IITAHLIETHI COJIEpKaT B ceOe BIOJIHE B3POCIBIN
(GyHKIIMOHAJ, U TENEepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMU
KomrbioTepamMu. OJTHAKO, CPEACTB 3aIUTHI I MOJOOHBIX YCTPOHCTB MOKA OYEHb
Mazo. TecTupoBaHUE M MOUCK YSI3BUMOCTEN B HUX IIPOUCXOJNUT HE TaK HHTEHCUBHO,
kak juis [1K, To jxe camoe kacaeTcst 1 MOOMIIBHBIX MTPHIIOKEHHH.



CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl YK€ MPAaKTUUYECKU JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJTHAKO pacHIMpeHre PyHKIIMOHAIA BIIEUET 32 COO0M OOJBITYIO
CJIO)KHOCTb U MCHBIIYIO 3allIUIIICHHOCTD.

I[aJ'IGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ'I€HI/IH, 3aKpbIBAOIIUEC
KPUTHYCCKUEC YA3BUMOCTHU IJIA CBOUX YCTpOﬁCTB.

OcHosnrble cosembl 0151 0€30naACHOCU MOOUILHO20 me/zed)oya:

1. Hwuuero He siBsieTCS MO-HACTOAIIEMY OeCIUIaTHBIM. Bylb OCTOpO’KEH, Beb KOraa
Tebe MpeaaraloT OeCIuIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO
IIJIATHBIE YCIIYTH;

2. Jlymaii, mpexxnae yem ornpaButh SMS, hoTto wim Buneo. Tel TOUHO 3HACIIB, TIE
OHHU OyZIyT B KOHEUHOM UTOTE?
3. HeoO6xommmMo 0OHOBIISATH ONIEPAIIHOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JJIs1 MOOMIIBHBIX TeJIe(hOHOB;

5. He 3arpyxail npunoxeHust OT HEM3BECTHOIO UCTOYHUKA, BElb OHU MOT'YT
COJIEpKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEUEHNUE;

6. Ilocrne Toro Kak ThI BBIMIEIIb C caiiTa, T/I€ BBOIWI JIMYHYIO HHPOPMALINIO, 3aii1n
B HAaCTpOUKHU Opay3epa u yaaau COOKies;

7. Tlepuonnuecku npoBepsil Kakue IUIaTHbIE YCIYrH aKTHBUPOBAaHbI HA TBOEM
HOMEDE;

8. agaii cBOii HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JIOASIM, KOTOPHIX THI 3HACUIb U
KOMY JIOBEps€ELIb;

9. Bluetooth nomkeH ObITH BBIKIIIOYEH, KOT/IAa ThI UM HE MOJb3yelbes. He 3a0biBaii
MHOT/JIa IPOBEPATH ITO.

Online uepwi

CoBpeMeHHbIE OHJIAMH-UTPBI 3TO KPACOUHBIE, 3aXBATHIBAIOIINE Pa3BICUYEHNUS,

00bETUHSIOIINE COTHU THICSY YEJIOBEK 0 BceMy Mupy. Urpoku nccieayror
JTAHHBIA UM MHp, OOIIAIOTCS IPYT C APYTOM, BBIIIOJIHSIOT 3a/1aHNUs, CPAXKAKOTCS C
MOHCTpaMH U MOJIY4atOT ONBIT. 32 yIOBOJBCTBUE OHHU IUIATAT: MOKYNAIOT JUCK,
OIJIaYMBAOT A00OHEMEHT WM MPUOOPETAIOT KAKUE-TO OILIUU.

Bce aTH cpeacTBa uayT Ha nojAepKaHUE U Pa3BUTUE UTPHI, @ TAK)KE HA caMy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPU3ALINH, BBIITYCKAIOTCSI HOBBIE
naT4y (U poBbIe 3aIUIaTKU JUISl IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO)I06HBIX HUrpax CTouT ornacaTrbCqa HE CTOJBKO CBOUX COIICPHUKOB, CKOJIBKO
Kpa’xu TBOCT'O 1apoJisl, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3allUN OOJILIIMHCTBA

urp.

OcHosHble cogembl N0 0e30NACHOCIU NE0e20 ucpo6020 aKKaysima.

1. Ecnu npyroii urpok BeneT cedst I0X0 MM co3aeT Tede HeMPHUIATHOCTH,
3a0JIOKHPYH €ro B CHUCKE UTPOKOB;

2. Tloxamyiics aAMHHUCTpATOPaM UTPHI HA IJIOXOE TMTOBEICHUE STOTO UTPOKA,
KeNaTeITbHO MPUIIOKHTH KaKhe-TO I0Ka3aTeNbCTBA B BU/IE CKPHHOB,;
3. He yka3bIBail muunyto nHpopMaiuio B npodaiiine urpsl;

B

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;
5. He ycranaBnuBaii HeouMaIbHbIe TATYM U MOJIBI;



6. Hcnonb3yii ClI0KHBIC U pa3HbIE MApOIIH;

7. Jlaxxe BO BpeMs UTPHI HE CTOUT OTKJIIOYATh aHTUBUPYC. [10Ka ThI UTpaeiib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

Quune unu kpasica audnvix Jlannoix

OObIYHOM Kpakel JEHET U JOKYMEHTOB CErOHs YK€ HUKOTO HE yIMBHUIIb, HO C
pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3J10YMBIIUICHHUKH [IEPEMECTUIINCh B UHTEPHET,
U NPOJIOJDKAIOT 3aHUMATHCS «JTFOOUMBIM» JIETIOM.

Tak mosiBHIIaCh HOBast yrpo3a: MHTEPHET-MOIICHHHYECTBA MJIM (DHIIMHT, TJIaBHAS
1[eJ7Tb KOTOPOTO COCTOUT B TOJIyYCHHH KOH(PHUICHIIMAIBHBIX TAHHBIX ITOJIH30BATEIICH
— noruHoB u napoJieii. Ha anrmuiickom si3bike phishing untaercs kak ¢uimmar

(ot fshing —— priOHas oBms, password —- napodb).

OcHosnvie cosemovl no bopvbe ¢ puunsoMm:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl I0Jj03peBaeliib, YTO TBOS aHKETA ObLIa
B3JIOMaHa, TO HE0OXO0AUMO 3a0JIOKMPOBATH €€ M COOOIIUTH aIMHHHACTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnonp3yii 6e30nmacHble Be0-CalThl, B TOM YHCIIE, HHTEPHET-Mara3nHoB 1
IIOMCKOBBIX CUCTEM;

3. Hcnomnb3yii ciioxHbIe U pa3Hble mapos. TakuM o0pa3zom, eciii Te0s B3JI0MAIOT,
TO 3JI0YMBIIIJICHHUKH MOJIYYaT AOCTYH TOJIKO K OJHOMY TBOEMY IPOGUIIIO B
CETH, a He KO BCEM;

4. Ecnu Te0s B310MaNd, TO HEOOXOJUMO MPEAYNPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIEHbI y TEOSI B IPY3bsIX, O TOM, YTO T€OsI B3JIOMaIN U, BO3MOXKHO,
OT TBOETO MMEHHU OYZIET pacChUIaThCs CIIaM M CCHUIKU Ha (PUIINHTOBBIE CANTHI;

5. VYcranosu HanexHbld naposib (PIN) Ha MoOubHBIN TenedoH;

OTxITI04M COXpaHEeHue MapoJst B Opaysepe;

7. He oTkpbIBail (paiiiabl 1 Jpyrue BIOKEHHs B MUChMAX JIaXKe €CIIM OHU MPUILUIHA OT
TBOMX Jipy3el. Jlyuiie yTouHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailibl.

S

Hu(bDOBG}Z penymauus

[udposas penmyTanus - 3T0 HEraTUBHASI WM MO3UTHUBHAS HH(OPMAIU B CETH O
tebe. Kommpomerupyroias nHpopMaius pa3MeleHHasi B MHTEPHETE MOXKET
cepbe3HBIM 00Pa30M OTPA3UThCS Ha TBOEH peanbHoil ku3Hu. «{udposas
penyTanus» - 3TO TBOM UMUK, KOTOPBIM (popmupyercs u3 nHpopmanuu o Tede B
UHTEpPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH
XapakTepa M paccKasbl O OJU3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJpoCTKH JETKOMBICIEHHO OTHOCATCS K ITYOJUKAIIMH THYHON
uHpopmannu B IHTepHeTe, He MOHUMAs BO3MOXKHBIX 1ociencTBui. Tl naxe He
CMOXeEIlIb I0Ta1aThCs O TOM, YTO doTorpadus, pazMelieHHas 5 1eT Hazaj, cTana
MPUYMHON 0TKa3a MPUHSTH Te0s Ha padoTy.

KommeHnTapuu, pazmenienie TBoux gororpaduii U qpyrue 1eicTBUS MOTYT He
MCYE3HYTh JaKe MOCIe TOro, Kak Thl UX YAalullb. Thl HE 3HaElIb, KTO COXPAaHUI 3Ty
UH(OpMaILIKIO, TIONaJIa JIU OHA B TIOMCKOBBIE CUCTEMBI M COXpaHUJIACh JIH OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOe OKpYIKaloIllee JI0IU, KOTOpPbIe HAWIYT U YBUIAT 3TO.



Haiitu nadopmannio MHOTO JIET CITYCTSI CMOXET JI000i — Kak U3 J00pbIX
noOYXJeHHUH, TaK ¥ C HAMEPEHUEM IPUYNHHUTE Bpe. DTO MOXKET OBITh KTO YTO/IHO.

OcHosHble cogembl NO 3auyume Yyugpposo penymayuu.:
1. Tlomymaii, mpex/e 4eM 4TO-TO IMyOJMKOBATh U MIEpeiaBaTh y ceOs B OJIOTe WK B
COIIMAILHOM CETH,
2. B nacrpoiikax nmpoduis yCTaHOBH OTpaHHYEHHUS Ha IPOCMOTP TBOETO Mpoduis u

€ro COJEPIKUMOT0, C/IeIall €Tr0 TOJIBKO «UI APY3ei»;
3. He pasmemaii 1 He yka3biBail HH(pOPMAIIIO, KOTOPast MOKET KOT0-I100
OCKOPOJIATH UM OOMIKATh.

AGI’I’IODCKOQ npaeo

CoBpeMeHHBIE MKOJIbHUKA— aKTUBHBIC MOJIH30BATEIU IIUPPOBOTO MpocTpaHcTBa. OTHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTUMHU BO3MOXKHOCTSIMH LIU(PPOBOTO MUpa
TpeOyeT coOMI0IeHNS MPaB HAa MHTEIUIEKTYalbHYI0 COOCTBEHHOCTD.

TepMI/IH UHTCIJICKTYaJIbHas COOCTBEHHOCTEY» OTHOCUTCS K Pa3JINIHBIM TBOPCHUAM
YeJI0OBEYECKOI'0 yMa, HaUMHasl C HOBBIX U300peTeHUi 1 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIIYTH U 3aKaHYMBasi KHUTaMu, (poTorpadusiMu, KWHODUIBEMaMHU 1
MY3bIKaJIbHBIMU ITPONU3BCACHUSAMMU.

ABTOpCKHE ITpaBa — 3TO MpaBa Ha UHTEJUIEKTYalIbHYI0 COOCTBEHHOCTh HAa IPOU3BEACHUS
HayKH, JTUTEPATyphl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAKOT B KAYECTBE rapaHTUU TOr'O,
YTO MHTEIUICKTYAIbHBIN/TBOPUYECKHIA TPy aBTOpa HE OyIeT HAallpacHBIM, 1acT eMy
CIpaBe/JIMBbIE BO3MOXKHOCTH 3apab0TaTh Ha Pe3ysIbTaTax CBOETro Tpy/a, HOJyYUTh
HU3BCCTHOCTDH U IPU3HAHUC. Huxkro 6e3 paspCi€Hus aBTOpa HE MOXKET BOCIIPOMU3BOAUTE €0
IIPOU3BECHUE, PACIIPOCTPAHATh, TyOINYHO IEMOHCTPUPOBATH, IPOAABATH, UMIIOPTUPOBATb,
IMyCKaThb B IIPOKart, Hy6J'II/IIIH0 HUCIIOJIHATH, MMOKa3bIBATL/UCIIOIHSITE B 3(1)1/1pe WA pasMeliaTh B
HNHtepHere.

Hcnons3oBaHue «IHUPATCKOTO» ITPOrpaMMHOT0 o0ecreueHUusI MOXKET MPUBECTU K MHOTUM
pUCKaM: OT NOTCPH JAHHBIX K TBOUM dKKayHTaM J10 6J'IOKI/Ip0BKI/I TBOCTO yCTpOfICTBa, rac
YCTaHOBHeHHBIﬁ HC JICTaJIbHAA IMporpamMmma. He crout takxe 38.6]':>IB3T]':>, 4TO CYHICCTBYCT
JIeTaJIbHEIC U O€CIJIaTHBIE ImporpaMmabl, KOTOPBIC MOKHO HAlTH B CETH.

O nopmane Cemesuuok.pgh — 3TO TBO! ITTaBHBIN COBETUUK B CETU. 37€Ch Thl MOXKEIIb Y3HATh
0 0€30IaCHOCTH B CETU MOHSITHBIM M JIOCTYIHBIM SI3bIKOM, a ITPH BO3HUKHOBEHUH KPUTUYECKON
CUTYyallul OOpaTUThCA 3a-COBETOM. A TakKe NMPUHATH y4acTHe B KOHKYpPCaX U CTaTh CAMbIM
UG POBBIM I'PaKJaHUHOM!



